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FFrroomm   tthh ee   DDeesskk   ooff  tthh ee   CChh iieeff  EEddiittoorr
W e lcom e  to th e  Fe bruary 2007 is s ue  of PCLinuxOS Magaz ine . W e 've  h ad lots  of h e lp from  
pe ople  on th e  m ain PCLinuxOS forum  and th e  re s ult is  a num be r of e xce lle nt h ow -to article s .

Th e re  is  a re vie w  and h ow -to on Dans guardian for th os e  of you w ith  ch ildre n w h os e  Inte rne t 
e xpe rie nce  you w is h  to control. W e  h ave  an in de pth  follow -up to m y s h ort h ow -to on us ing Tor 
to brow s e  anonym ous ly. Th e re 's  a s te p by s te p tutorial on acq uiring and ins talling VMW are , and 
m uch  m ore .

As  prom is e d las t m onth , th is  is s ue  contains  a "tre as ure  h unt." Las t m onth  w e  place d ye llow  dots  
w ith  le tte rs  in th e m  on s om e  of th e  graph ics . Th e  k e y w as  s h ort and m any pe ople  figure d it out 
e as ily. Th is  tim e , th e  "k e ys " are  le tte rs , num be rs , punctuation, and h idde n in plain s igh t in th e  
te xt of th e  article s . Lik e  th is . Look  for re d ch aracte rs  on a ye llow  back ground. Be  aw are  th at th e  
k e y is  a ph ras e , not a s ingle  w ord, and m ay contain punctuation and/or     s pace s . Note  th at 
NONE of th e  ch aracte rs  on ye llow  back ground in th is  e ditorial are  part of th e  re al k e y. 
Re m e m be r th at capitaliz ation is  im portant.

Re ad th e  article s , w rite  dow n th e  k e y ch aracte rs  as  you find th e m , th e n organiz e  th e m  into a 
ph ras e . Th e n vis it h ttp://m ag.m ypclinuxos .com /h unt/s cript/ and e nte r your gue s s . If you gue s s  
w rong, you m ay try as  m any tim e s  as  you w is h . Th e  firs t pe rs on to ge t it righ t w ins  a copy of 
PCLinuxOS p.9 4 from  OnDis k .Com . Th e  w inne r's  s cre e n nam e  (only) w ill be  announce d in th e  
Magaz ine 's  th re ad on th e  m ain forum .

W h ile  it's  all gre at fun to h unt th e  k e y and e nte r your gue s s , ple as e  tak e  tim e  w h ile  you are  at 
th e  tre as ure  s ite  to provide  us  s om e  inform ation about yours e lf. No pe rs onally ide ntifiable  
inform ation is  colle cte d at th e  s ite  (e xce pt for your e m ail addre s s  if you are  th e  w inne r). W e  ne e d 
th e  inform ation re q ue s te d s o w e  can do a be tte r job s e rving th e  PCLinuxOS com m unity. Las tly, 
no m e m be rs  of th e  Magaz ine  volunte e rs  and th e ir im m e diate  fam ily can join th e  h unt. Th ank s .

Late  bre ak ing ne w s !

On January 21, 2007, ve rs ion p .9 4 RC1 w as  re le as e d. Your m agaz ine  s taff w as  re ady and 
produce d an Extra e dition in re cord tim e . Th ank s  gang. Ne xt m onth 's  is s ue  (re le as e d March  1, 
2007) w ill h ave  in de pth  re vie w s  of all th e  goodie s , s cre e n s h ots  of th e  cool 3D graph ics , 
e xplanations  of th e  ne w  m e nu s tructure , and all th e  s coop on th is  ge m . Look  for ne xt m onth 's  
is s ue . It'll be  w orth  th e  w ait, jus t as  PCLinuxOS p .9 4 w as .

Tim  Robinson       
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AAnnnnoouunnccee mm ee nntt::  
PPCCLLiinnuu xxOO SS  2200 00 77  TTee sstt  
RRee llee aass ee   OO uutt!!
Te xs tar announce d th e  re le as e  of PCLinuxOS 2007 Te s t Re le as e  1 on 
January 21, 2007.

Dis claim e r -Th is  is  e xpe rim e ntal s oftw are . Us e  at your ow n ris k . 
PCLinuxOS cannot be  h e ld liable  unde r any circum s tance s  for dam age  
to h ardw are  or s oftw are , los t data, or oth e r dire ct or indire ct dam age  
re s ulting from  th e  us e  of th is  s oftw are . If you do not agre e  to th e s e  
te rm s  and conditions , you are  not pe rm itte d to us e  or furth e r dis tribute  
th is  s oftw are .

PPCCLLiinnuu xxOO SS   2200 00 77  TTee ss tt  RRee llee aass ee   11
PCLinuxOS 2007 Te s t Re le as e  1 is  now  available  for dow nload. Ple as e  
note  th is  is  not th e  final re le as e . PCLinuxOS 2007 Final w ill be  re le as e d 
at th e  e nd of th e  m onth .

Fe ature s  include :
    * K e rne l 2.6.18.6-de v3
    * KDE 3.5.6
    * Moz illa Fire fox 2.0.0.1
    * Flas h  9
    * Moz illa Th unde rbird 1.5.0.9
    * Ope n Office  2.1.0
    * Xorg 7.1
    * Be ryl, Com piz , Aixgl and Xgl for 3D graph ics  s upport
    * Gcc 4.1.1 and update d glibc
    * Update d boots plas h , icons , and m ore  from  th e  m ypclinuxos .com  
be autification proje ct.
    * Xdg Me nu s ys te m
    * Re build and update  of our e ntire  re pos itory agains t ne w  gcc and 
glibc
    * Sim plifie d Live cd boot options .

Live cd boot options :
    * Live cd - De fault boot options
    * Fram buffe r - Boot us ing ge ne ric vide o drive rs  (Proprie tary drive rs  
available  afte r ins tall)
    * Safe  - Turns  off m os t h ardw are  probing
    * Me diach e ck  - Te s t th e  m e dia to de te rm ine  a good burn to cdr
    * Me m te s t - Te s t your com pute r m e m ory

Ins tallation is  done  th rough  th e  root account. Login w ith  root as  th e  
us e rnam e  and root as  th e  pas s w ord th e n click  on Ins tall PCLinuxOS to 
s tart th e  ins talle r. H e lp w ith  ins tallation is  als o available  on th e  de k s top. 
PASS us e rs  w ill ge t a ne w  e m ail on or about Fe bruary 15th  for acce s s  
to our pre m ium  s e rve r. 4-5 public s oftw are  m irrors  are  curre ntly 
available  for th is  te s t re le as e .

Know n Is s ue s :
    * Als a s om e tim e s  give s  h arm le s s  w arning at s h utdow n (fixe d w ith  
k de bas e  update  from  Synaptic)
    * Synatpic doe s n't allow  one  to re -ins tall alre ady ins talle d s oftw are
    * Mis s ing s om e  w ire le s s  firm w are  for various  w ire ls s  cards .
    * 3D s upport is  s till e xpe rim e ntal and doe s n't w ork  w ith  all vide o 
cards  ye t.
    * Mis s ing a lot of applications  in th e  re pos itory. W e  w ill be  adding 
m ore  as  tim e  allow s .
    * Me nu e ditor ge ts  w onk y from  tim e  to tim e .

Th e  is o you w ant to ge t is  calle d live cd.is o

Dow nload Mirrors :
h ttp://ftp.ch .de bian.org/m irror/pclinuxos /live -cd/e nglis h /pre vie w /
h ttp://ftp.h e ane t.ie /pub/pclinuxos /live -cd/e nglis h /pre vie w /
h ttp://ftp2.be .fre e s bie .org/pack age s /pclinuxos /live -cd/e nglis h /pre vie w /
h ttp://ftp.us s g.iu.e du/linux/pclinuxos /pclinuxos /live -cd/e nglis h /pre vie w /

Oth e r m irrors  w e re  pos te d on 
h ttp://w w w.pclinuxos .com /forum /inde x.ph p?topic=15044.m s g119 571#m s g119 571

Ple as e  pos t your bug re ports  h e re ,
h ttp://w w w .pclinuxos .com /forum /inde x.ph p?topic=15045.0
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 h ave tw o ch ildren, aged 10 and 11. Both  
w ere  introduced to th e  Internet w h en th ey 
entered prim ary sch ool. As  th ey advanced 

th rough  th e  grade s  th e  Internet h as  ch anged from  a 
playground into a re s earch  source  for projects , book  
review s , and tech nical inform ation. From  th e  
beginning, m y w ife  and I h ave w ondered h ow  to 
protect our young ch ildren from  th e  inh e rent dangers  

of th is  Global Com m unity, and h ow  to ensure  th at th e  
content available to th em  w ould m atch  th e ir degre e  of 
developm ent.

W h en th ey w ere  very young, th e  solution w as  easy. 
Th e  various  tw eak s  to system  file s  th at enable acce s s  
to only a few  (up to 10) w ebs ite s  w ere  eas ily executed 
and did not ne ed to be  adjusted too often. As  th e  

II
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((oorr  hh ooww   ttoo  pprroovviiddee   aa  ssaaffee   ccoomm ppuuttee rr  
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ch ildren grew  older, th e ir w indow  on th e  w orld 
w idened, and it rapidly becam e im pos s ible to lim it 
th e ir view  w ith out dam aging th e ir sch olastic advance .

O ne  of th e  first th ings  alw ays  h as  to be  to educate your 
k ids , m ak e  th em  understand h ow  th ey s h ould be h ave 
and, m ore  im portantly, h ow  th ey s h ould definitely 
NOT be h ave . 

So th ey h ave be en drilled on th e  standard, a standard 
you w ould be  surpris ed to discover not m any parents  
adh e re  to. Never give aw ay personal details, us e  a 
nick nam e as  an em ail addre s s , and do not us e  your 
friends ' real nam e s  w h en ch atting or M SN-ing. Keep 
your pas sw ord s ecret; do not let anyone else  (even 
your broth er or s ister) log in under your nam e etc, etc. 
Th ere  is  a long list of very com m on s ens e  rules  and 
th e  k ids  w ill gladly follow  th em  if th ey understand 
exactly w h y.

Th at is  w h y, early in 2005, I started look ing at w ays  to 
filter unw anted and abus ive content, w h ile not lim iting 
th e  reach  and creativity th at ch ildren ne ed to develop. 
I found all k inds  of program s  for W indow s , ISP's  th at 
offer specific "k ids" accounts  w ith  s e rver-bas ed 
filtering and a few  O pen Source  projects .

It so h appens  th at from  th e  beginning I disabled acce s s  
to th e  netw ork  card in W indow s  (h ardw are  m anager) 

and taugh t th em  th at th ey s h ould us e  Linux if th ey 
w anted to go on th e  Internet. Th erefore , W indow s  
program s  lik e  NetNanny w ere  out of th e  q ue stion (and 
expens ive).

Bas ing th e  protection of m y ch ildren on som eone  
else 's  opinion of righ t and w rong s e em ed not to 
coincide  w ith  our view  of lim ited fre edom  of 
inform ation, w h e re  "lim ited" is  understood to m ean 
"anyth ing as  long as  it is  not dam aging." So letting th e  
ISP decide  w h at m y k ids  w ould s e e , w as  definitely not 
th e  w ay to go e ith e r.

I finally s ettled on DansGuardian, an Internet filter 
th at h as  m ultiple w ays  to avoid pre s enting unw anted 
content to your k ids . It h as  black lists  and w h itelists , 
th at e ith e r com pletely block  or com pletely allow  
acce s s  to com plete dom ains  (w ebs ite s). It also filters  
out im age s  th at are  found to be  unfit for ch ildren. It 
h as  dictionarie s  for sw ear w ords , discrim inating 
ph ras e s , porn, and oth er categorie s . Every w eb page is  
scanned for th e s e  w ords , before  it is  rendered on th e  
scre en. If one  of th e s e  "forbidden" w ords  is  found, th e  
page  is  replaced by a m e s sage  th at state s  th at th e  page  
is  unavailable. Th is  tech niq ue  is  also called "dynam ic 
content filtering".

W h at im pre s s ed m e  m ost, h ow ever, is  th e  ability of 
DansGuardian to apply a w e igh ted com bination of 
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w ords  and m ak e  th e  re sulting score  decide  w h eth e r or 
not to block  a page . W h at doe s  th is  m ean in practice? 
W ell, let's  just say you do not w ant your ch ildren to 
h ave acce s s  to page s  th at contain s exually explicit 
storie s  or picture s . H ow  doe s  one  prevent th at? 
Now adays , Googling on a subject lik e  Barbie , or 
pus sycat, w ill land you one  re sult about th e  fam ous  
doll or an adorable feline , and th ousands  of referrals to 
w ebs ite s  th at w ould m ak e  anyone blus h .

So put th e  w ord "s ex" in th e  list of forbidden w ords? 
Th at m ay sound lik e  an easy solution, but, it w ill also 
block  s ite s  lik e  special ch ildren's  encyclopedia, sch ool 
biology lab, and national h ealth  departm ent, w h e re  
inform ation is  offered about s ex on a level and in a 
w ay th at is  specially targeted at and de s igned for a 
h ealth y s ex education. Th e  beauty of DansGuardian is  
th at it offers  a w ay out of th is  dilem m a. DansGuardian 
allow s th e  sch ool biology lab to educate, national 
h ealth  departm ent to w arn and inform , and th e  
encyclopedia to offer its  content by com paring a total 
score  of w ords  found, to a m axim um  s et by th e  parent.

Th e  score  can be  increas ed by w ords  or com binations  
of w ords , but also decreas ed by oth er w ords . So, just 
as  an exam ple, th e  w ord "s ex" w ould add 10 points  to 
th e  total score , but th e  com bination of th e  w ords  
"h ealth " and "ch ildbirth " w ould tak e  10 points  off th e  
score . Th e  w h ole page is  scanned th is  w ay for s everal 

different categorie s  of objectionable content, and if th e  
re sulting total is  over a certain m inim um , th e  page  is  
block ed.

I h ear you say, "m y k id is  so sm art, h e  w ill find a w ay 
to circum vent th is  lim itation in no tim e!" I can give 
you at least som e  reas surance, m y 10 year old son is  
com puter-sm art, Linux-sm art and tech nically savvy. 
H e  h as  given up trying. I am  sure  h e  w ill probably 
break  DansGuardian by th e  tim e  h e  is  18, but by th en, 
I s h ouldn't be  trying to lim it h is  acce s s  anyw ay.

Is  Dansguardian, alone and by its elf, capable enough  
to m ak e  sure  no acce s s  is  allow ed th rough  oth er 
m eans? No, you ne ed a m ech anism  th at m ak e s  sure  all 
Internet acce s s  is  routed th rough  DansGuardian, 
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regardles s  of th e  brow s er type  or s ettings . Th e  solution 
to th at is  to us e  DansGuardian in com bination w ith  
Sq uid, as  a so-called "transparent proxy". Th is  w ill 
force  every attem pt to s end or rece ive content over 
com puter port 80 (th e  h ttp protocol), th rough  
DansGuardian's  never-sleeping w ord filter.

W ill you h ave no w ork  at all after th at? I w ould never 
advis e  anyone to totally leave th e  protection of th e ir 
k ids  to a piece  of softw are . I tend to review  th e  log 
file s  DansGuardian create s  once  in a w h ile, not to 
"spy" on th e  k ids , but to m ak e  sure  noth ing is  am is s , 
filtering is  ade q uate, and th e  "page -score" is  adjusted 
up or dow n w h en nece s sary. I also spend a lot of tim e  
w ith  th em  on th e  PC, teach ing th em  h ow  to s earch , 
w h at to look  for, and h ow  to m ak e  sure  inform ation 
retrieved is  reliable.

Is  it easy to install th e  above com bo? No, at least it 
w asn't for m e . It took  m e  h ours , no, nigh ts  of puzzling 
and reading on w ebs ite s  to get it s etup th e  correct w ay. 
I h ope  th at th e  follow ing recipe  w ill allow  you to 
"cook " your k ids  a w onderful s erving w ith  le s s  effort. 
Th ey w ill appreciate  th e  extended reach  you w ill be  
allow ing th em  and you w ill enjoy th e  fe eling th at your 
k ids  are  protected. Th e  recipe  calls for good q uality, 
fre s h  ingredients . It is  th e refore  advis ed th at you us e  
PCLinuxOS!

R ecipe:

     Tak e  1 ripe  PCLOS installation, and add:
     a generous  portion of w ell m arinated sw ap (2GB),
a sniff of gam e s  to taste ,
     tw o teaspoons  of educational pack age s ,
     rpm 's  to taste .
     Stir slow ly, bring to a boil on a m edium  h eat and...

M ak e  sure  your Synaptic is  s easoned w ith  th e  re q uired 
pack age s , you ne ed th e  regular repos itory and a 
s eparate  repos itory called Th ac, after its  founder, for 
th e  W ebm in pack age . For inform ation on h ow  to add 
Th ac as  a pack age  source , look  h e re : 
h ttp://w w w .pclinuxos .com /forum /index.ph p?topic=5605.0

W ARNING: While the Thac repository is 
enabled, install ONLY the Webmin package. 
After it is disabled, install the other 
packages.

Add th e  follow ing pack age s  th at are  available from  
Synaptic (k e ep stirring constantly):

1. Dansguardian
2. Sq uid
3. perl-Com pre s s -Z lib
4. IpTables
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Now  low er th e  flam e and dow nload th e  follow ing 
pack age : dg-0.5.10-pr4.w bm  (Dansguardian w ebm in 
m odule)  from

h ttp://sourceforge .net/projects/dgw ebm inm odule/

According to th e  instructions   found at: 

h ttp://softw are .new sforge .com /article.pl?sid=04/06/23/
1521209 & tid=9 2& tid=2& tid=27& tid=13& tid=31

Edit (as  root) /etc/s q uid/s q uid.conf and add if ne eded:

http_port 127.0.0.1:3128
httpd_accel_host virtual
httpd_accel_port 80
httpd_accel_with_proxy on
httpd_accel_uses_host_header on
cache_effective_user squid
cache_effective_group squid

Edit (as  root) /etc/dansguardian/dansguardian.conf and 
add if ne eded:

reportinglevel = 3
filterip = 127.0.0.1
filterport = 8080
proxyip = 127.0.0.1
proxyport = 3128
daemonuser = 'squid'

daemongroup = 'squid'

Add (as  root) th e  follow ing line s  to /etc/rc.d/rc.local:

iptables -t nat -A OUTPUT -p tcp --
dport 80 -m owner --uid-owner squid -
j ACCEPT
iptables -t nat -A OUTPUT -p tcp --
dport 3128 -m owner --uid-owner squid 
-j ACCEPT
iptables -t nat -A OUTPUT -p tcp --
dport 80 -m owner --uid-owner root -j 
ACCEPT
iptables -t nat -A OUTPUT -p tcp --
dport 80 -j REDIRECT --to-ports 8080
iptables -t nat -A OUTPUT -p tcp --
dport 3128 -j REDIRECT --to-ports 8080

Start PCLinuxOS Control Center (PCC) and navigate 
to System  Service s

1. Set Sq uid to start at boot
2. Set Dansguardian to start at boot
3. Disable Sh orew all
4. Set W ebm in to start at boot
5. Set Iptables  to start at boot

If you do not w is h  to turn off Sh orew all (firew all), 
th en you ne ed to add th e  above 5 line s  (th at start w ith  
"iptables") to /etc/s h orew all/start and 
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/etc/s h orew all/stop, just in cas e  you h ave to stop 
Sh orew all for som e  reason, your filters  w ill continue  
running.

M ak e  sure  your PC h as  a so-called "h ostnam e", 
oth erw is e  th e  various  ingredients  of th is  recipe  w ill 
not lead to a satisfactory re sult and leave a bad taste . 
You can s et th e  "h ostnam e" by opening th e  
PCLinuxOS Control Center and enter th e  tab 
"Netw ork ing", s ection "Configure  DNS s ettings ." Set 
a q ualified h ostnam e . You can invent som eth ing fancy 
but "m ypc.m ynetw ork .net" w ill do fine  for now .

You can now  install th e  DansGuardian-w ebm in-
m odule in W ebm in by surfing to

https://localhost:10000/webmin/edit_mods.cgi

and ch oos ing "Install m odule from  local file ." Point at 
th e  m odule you dow nloaded (probably on your 
de s k top) and click  "Install M odule."

In order to m ak e  th is  dis h  look  m ore  refined, garnis h  
w ith  a Konq ueror De s k top link  to th e  DansGuardian 
m odule of W ebm in by us ing th is  URL:

https://localhost:10000/dansguardian

so th at you can exam ine  logfile s  and ch ange s ettings  
(as  root of cours e!)
You m ay ne ed to adjust th e  "forbidden" w ords  lists  and 
score s , depending on w h e re  you live . I find th e  
standard s ettings  m uch  too "prudis h " for a European 
taste . O n th e  oth er h and, I ne eded to re inforce  
protection in oth er categorie s .

You can e ith e r acce s s  DansGuardians  s ettings  th rough  
th e  W ebm in m odule or edit th em  w ith  any text editor 
lik e  Kw rite , Kate or Kedit. You w ill find all of th e  
black lists , w h itelists , and w e igh ted w ords  in s everal 
language s  in  /etc/dansguardian.
Do rem em ber th at you h ave to re start th e  s e rvice s , 
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after any edit of a DansGuardian file, in order for th e  
ch ange s  to tak e  effect. Th is  could be  done  in a 
term inal, as  superus e r:

/etc/rc.d/init.d/squid restart
/etc/rc.d/init.d/dansguardian restart
/etc/rc.d/init.d/iptables restart

or from  th e  DansGuardian w ebm in m odule in your 
favorite  brow s er w ith  th e  URL 
https://localhost:10000 (Note th e  extra "s" 
after h ttp. It indicate s  a s ecure  connection).

H ave a look  at som e  w ebs ite s , good and bad. Note 
w h en you are  block ed w h en you s h ouldn't be  or not 
block ed w h en you s h ould be . Now  h ave a look  at th e  
logfile s .

Th ey w ill s h ow  you th e  exact w ordscore s  th at led to 
th e  above re sults . I found th at increas ing th e  block ing 
th re s h old got rid of a lot of false  re sults . You w ill soon 
find th e  perfect com bination for your ch ildren's  age  

Got any GREAT ide as for a PCLinuxOS 
project?

People  are  naturally cre ative  and 
im aginative . W e  com e  up w ith  

outrageous, practical, s illy, fe as ible , and 
m aybe  uniq ue  ide as. Th e re 's  a place  for 

you at MyPCLinuxOS.com .

Many gre at projects starte d w ith  a sm all 
ste p, and w ith  a bit of de dication and 

w ork , w e  can m ak e  a dre am  com e  true .

Lost for one? Or your ide a w as tak e n? 
No problem . Th e re  are  seve ral ongoing 

projects at MyPCLinuxOS.com . Join one  
of th e m , and be  a part of a te am  th at 

"give s som e th ing back " to PCLinuxOS. 
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and your local cultural h abits . I w is h  you and your 
ch ildren a h ealth y, h appy and safe  2007.
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Re printe d w ith  pe rm is s ion of th e  auth or

h ttp://w w w .brainonfire .ne t/2006/10/21/tor-be s t-practice s -
anonym ous -brow s ing/

or is  a popular system  for s ending Internet 
traffic anonym ously. It is  m ainly us ed for 
th re e  purpos e s : h iding one 's  identity, h iding 

th e  identity of th e  s ite  one  is  vis iting, and h iding th e  
data th at one  is  s ending and rece iving. H ow ever, us ing 
Tor w ith out som e  bas ic precautions  is  w ors e  th an not 
us ing Tor at all, leading to privacy violations , data 
th eft, and s ecurity concerns . H e re , I cover brow s er 
s ecurity w ith  re spect to preventing identity and data 

leak age  w h en us ing th e  Tor netw ork . If you are  only 
us ing it to defeat w eb filtering, fe el fre e  to read only 
th e  s ection called "Lock ing yours elf dow n."

At th e  end is  an executive sum m ary. Us e  it as  a 
guideline , but m ak e  sure  to read th is  entire  article first 
-- it contains  im portant instructions  on h ow  to ch ange 
your brow s ing h abits .

SS ee ccuu rriittyy  iiss   aa  mm iinnddss ee tt
Anonym ity, s ecurity, and privacy are  not all-or-
noth ing. Each  is  a continuum , and th e  goal of th e  

TT

UUssiinngg  TToorr  CCoonnnnee ccttiivviittyy
((AAnnoonnyymm oouuss  BBrrooww ssiinngg  EEddiittiioonn))
by Tim  M cCorm ack
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s ecurity-conscious  individual is  to m ove a reasonable 
distance tow ards  th e  s ecure  end of th e  spectrum . H ow  
far an individual decide s  to go depends  on th e  specific 
circum stance s : th e  im portance of th e  data or identity 
be ing protected, th e  cons e q uence s  of a breach , th e  
lik elih ood of an attack , th e  re source s  of th e  attack er, 
and th e  re source s  of th e  individual. In th is  guide  I am  
concentrating on defeating autom ated attack s  by a 
casual attack er. Anyth ing  beyond th at lik ely falls 
outs ide  of th e  realm  of Tor s ecurity, and m ore  into th e  
realm  of application, data, and ph ys ical s ecurity. 
Be s ide s , it w ould be  s illy to put in place any s ecurity 
m easure s  m ore  robust th an Tor its elf -- rem em ber th at 
Tor is  experim ental softw are .

I w ill first discus s  th e  Tor th reat m odel, and only th en 
provide  sugge stions  as  to h ow  to alleviate th reats . You 
ne ed to understand th e  system  you are  us ing before  
you can really rely on it, oth erw is e  you w ill develop a 
false  s ens e  of s ecurity. So h ang in th e re .

WW hh aatt  yyoouu   nnee ee dd  ttoo  kk nnooww   aabb oouu tt  
TToorr
Tor us e s  a client-pe er m odel. Th e  client is  w h at you 
install on your com puter. It accepts  connections  from  
oth er program s  on your com puter (such  as  w eb page 

re q ue sts  from  your brow s er) and s ends  th e  data out to 
th e  Tor netw ork . (Any re spons e s  also com e back  
th rough  th e  Tor client.) Note th at th e  Tor client is  data-
blind, m eaning th at it doe s  not ch eck  th e  data flow ing 
th rough  it for potential identity leak s  or m alw are .

Any program  th at w ants  to us e  th e  Tor netw ork  h as  to 
be  configured to do so.

SS iimm ppllyy  iinnss ttaalllliinngg  tthh ee   TToorr  cclliiee nntt  
iiss   nnoott  ee nnoouu gghh
Each  of th e  pe ers  is  a com puter lik e  your ow n, but 
running an extra part of Tor: th e  s e rver. Th e s e  
com puters  are  referred to as  "node s" or "onion 
routers", and your data flow s  th rough  th em . W h en 
data leaves  th e  Tor client, it pas s e s  th rough  a random ly 
predeterm ined ch ain of th e s e  node s . Due to th e  Tor 
algorith m s , each  node  only k now s  w h o is  im m ediately 
before  and after it in th e  ch ain. O nly th e  first one  
k now s  w h o you are , and only th e  last one  k now s  w h e re  
your data is  going. O nly th e  last one  (th e  "exit node") 
can read th e  data you are  s ending out. Note th at it can 
also alter th e  data you are  s ending and rece iving. 
Th erefore , th e  trustw orth ine s s  of th e  w ebs ite s  you 
contact is  not relevant, s ince  th e  data you and th ey s end 
h as  to pas s  th rough  an untrusted th ird party.
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TThh rree aatt  mm ooddee ll
Attack s  can be  launch ed against th e  Tor netw ork  its elf, 
such  as  tim ing attack s , but w e 're  not concerned about 
th at h e re . Th e  goal is  to s ecure  th e  data th at is  flow ing 
th rough  th e  pipe s , and let th e  Tor program m ers  s ecure  
th e  pipe s  th em s elves . H e re  are  th e  th reats  you ne ed to 
be  concerned about:

    * Personally identifiable inform ation (PII) th at you 
s end out,

    * Code s ent to you th at w ill reveal your identity 
from  ins ide  Tor, and

    * Code s ent to you th at w ill reveal your identity 
from  outs ide  Tor.

LLoocckk iinngg  ddooww nn  FFiirree ffooxx
M ak e  sure  you h ave th e  late st stable vers ion of 
M ozilla Firefox installed. Older vers ions  h ave k now n 
s ecurity h oles .

For s everal reasons , you s h ould create  anoth er Firefox 
account. (Anoth er reason is  to k e ep you m indful of 
w h en you are  us ing Tor and w h en you are  not.) Th e  
be st w ay of doing th is  is  to create  anoth er us e r on your 

com puter specifically for Tor brow s ing. If you can't do 
th at, learn h ow  to us e  th e  Firefox profile m anager. Th e  
re st of th e s e  instructions  w ill as sum e  you are  us ing 
th at new  Firefox account.

LLoocckk iinngg  yyoouu rrss ee llff  ddooww nn
Ultim ately, you are  th e  w eak e st link  in th e  ch ain of 
s ecurity. H e re 's  th e  proper m inds et for brow s ing 
th rough  Tor: As sum e  th at th e  URLs of th e  page s  you 
as k  for and any data you s end or rece ive is  be ing 
broadcast to th e  entire  w orld. As sum e  th at th e  exit 
node  h as  s ecretly altered th e  page  you are  look ing at, 
or even altered your re q ue st to s ecretly go to a 
different w ebs ite . Since  th e  data you s end and rece ive 
can be  altered and read by an untrusted th ird party, 
h ow  can you do anyth ing at all? Th ere 's  one  trick  th at 
w ill defeat a m alicious  exit node : SSL. W h en a page's  
URL begins  w ith  h ttps ://, th at m eans  th at SSL is  in 
effect. SSL prevents  th e  exit node  from  reading th e  
data going back  and forth  or altering it. (It can only 
s e e  th re e  th ings : th e  s ite  you are  talk ing to, th e  tim ing 
of th e  data, and th e  s ize  of th e  data.) If you vis it a s ite  
and th e  brow s er tells you th at th e  SSL certificate m ay 
be  invalid, don't trust it! If th e re  is  any doubt about th e  
auth enticity of th e  SSL certificate, pretend th e  s ite  is  
not us ing SSL at all, and act accordingly.
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Th is  m eans  never log in to a s ite  if th e  login doe s  not 
us e  SSL. O th erw is e , your pas sw ord w ill be  stolen.

Just to be  on th e  safe  s ide , turn on w arnings  for s ecure  
and ins ecure  s ite s . At th e  Firefox configuration URL 
(type  about:config into th e  addre s s  bar and pre s s  
Enter), find th e  k eys  beginning w ith  
security.warn_. Set all of th em  to true, except 
for th e  one s  ending in .show_once, w h ich  s h ould 
be  s et to false. Th en s et 
security.warn_entering_secure to false 
- - you really don't ne ed to be  alerted to th at.

I recom m end installing a th em e  from  m ozilla.org th at 
is  som ew h at different from  your usual th em e . Th is  
w ill h elp you rem em ber th at you are  us ing Tor (and 
s h ould th erefore  brow s e  defens ively.)

Additionally, if you are  us ing Tor for anonym ity... 
don't s end any inform ation th at can identify you. Don't 
us e  your real nam e or em ail addre s s , for instance .

KK ee ee ppiinngg  PPIIII  oouu tt  ooff  tthh ee   ddaattaa
Now  th at you h ave a clean slate to w ork  from , let's  
m ak e  sure  it doe sn't get dirtied up. In Firefox, open th e  
Preference s  w indow  (M ac: Firefox-
>Preferences, Linux: Edit->Preferences, 

W indow s : Tools->Options.)

W ebs ite s  are  allow ed to store  bits  of inform ation 
(called "cook ie s") on your com puter, so th ey k now  
w h o you are  w h en you com e back . Th is  is  great for 
regular brow s ing, but not w h en you w ant to dis sociate  
from  your real identity. (A w ebs ite  m igh t notice  th at 
your real identity and Tor identity are  us ing th e  sam e  
cook ie , m eaning you're  th e  sam e  person.) Since  you've 
already created a new  Firefox account, you w on't ne ed 
to w orry about cros sover. H ow ever, you do h ave to 
w orry about cros s -s ite  cook ie s . Under Preference s -
>Privacy->Cook ie s , allow  cook ie s  for th e  originating 
w ebs ite  only, and h ave th em  k ept only until Firefox is  
closed. You m ay w is h  to disable cook ie s  altogeth er, 
and us e  th e  Exceptions  button to allow  specific s ite s .

RRee mm oovvee   iinnttee rrnnaall  llee aakk ss
Leak s  w ith in th e  Tor ch annel are  generally caus ed by 
plugin tech nologie s  such  as  Java and Flas h . Th e s e  can 
s h are  inform ation about you acros s  s ite s , and m ore  
im portantly th ey k now  your real IP addre s s  and can 
com m unicate th is  back  to th e ir h om e  s e rver. Install th e  
follow ing extens ions  from  m ozilla.org:

    * Flas h Block : Block s  Flas h  objects  by default.
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    * NoScript: Block  javascript and plugins , allow  
s electively. In th e  NoScript options , disallow  
everyth ing (for now ). Disabling Java h e re  is  e q uivalent 
to disabling Java in th e  Firefox Preference s  w indow .

RRee mm oovvee   ee xxttee rrnnaall  llee aakk ss
Webpage re q ue sts  are  not th e  only data th at are  s ent 
out w h en you vis it a URL. Your brow s er also h as  to 
determ ine  w h at th e  IP addre s s  of th e  s e rver is , a 
proce s s  called DNS re solution. To force  DNS re q ue sts  
into th e  Tor ch annel, vis it th e  special URL 
about:config and find th e  k ey 
network.proxy.socks_remote_dns. Set it to 
true.

SSuu mm mm aarryy
(I sure  h ope  you read all th e  stuff above th is  and didn't 
just s k ip dow n h e re  righ t aw ay.)

   1. Create  a new  Firefox account (us e  th e  profile 
m anager or a new  us e r account in your O S)

   2. As sum e  som eone  is  m aliciously reading and 
altering everyth ing not s ent th rough  an h ttps :// 
connection w ith  a good certificate .

   3. In about:config, turn th e  
security.warn_* alerts  on, and th e  one -tim e  
options  off.

   4. Set th e  about:config property 
network.proxy.socks_remote_dns to true.

   5. Us e  a different Firefox th em e .

   6. Allow  cook ie s  for th e  originating s ite , and only 
until Firefox is  closed. You m igh t turn cook ie s  off.

   7. Install th e  Flas h Block  and NoScript extens ions , 
and configure  th em  to disallow  everyth ing.

O h , and now  w ould be  a good tim e  to install th e  
TorButton extens ion, configure  it to display th e  w ay 
you lik e , and turn it on. O nce you've done  th at, go to 
Preferences->Privacy and us e  th e  Clear 
Private Data tool.

Th is  s et of guideline s  is  not com plete, but follow ing it 
w ill probably put you ah ead of th e  m ajority of Tor 
us e rs . Arm ed w ith  som e  k now ledge of h ow  th e  Tor 
netw ork  functions , you w ill be  able to m ak e  better 
ch oice s . Safe brow s ing!
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h is  article as sum e s  th at you 
h ave th e  Sim pleLabeler 
program  installed on your 

com puter and k now  h ow  to open it.

O nce Sim pleLabeler is  opened, you 
are  given a sam ple of th um bnails to 
ch os e  from . Click  th e  last one  (you 
could us e  any oth er one , but for th is  
exam ple &  for convenience  w e  w ill 
us e  th e  last one) nam ed 'Good 
Sports '. Click  on 'Next'. Th e  program  
w ill s h ow  'Generating Preview ' and 
th en th e  preview  w ill be  s h ow n. Do 
not burn th e  label! Th is  is  your 
tem plate . It w ill s h ow  you h ow  th e  
'Good Sports ' tem plate look s .

Go to folder:

/opt/lightscribeApplicat
ions/SimpleLabeler/conte
nt/images/borders/fullsi
ze

Th at is  th e  folder Sim pleLabeler is  
installed to by default. Th ere  you 
w ill find an im age  nam ed 
'fs00008.png'. O pen it. I us ed 
KolourPaint, but you could us e  any 
program  you w ant. I'm  not fam iliar 
w ith  Gim p. It is  just overk ill for 
w h at I h ad in m ind.
O nce opened, you w ill s e e  th e  label 

TT

HH ooww   TToo  CChh aannggee   AA  
LLiigghh ttssccrriibb ee   LLaabbee ll
by k olosus
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layout. You w ill probably h ave to zoom  out to s e e  th e  
im age  properly. H e re  you can place any im age  th at you 
w ant. I ins e rted th e  PCLinuxOS logo. Going back  and 
forth  to       th e  Sim pleLabeler program  and to your 
im age  m anipulator program , you can lay out your 
label th e  w ay you w ant it. Th e  only lim its  are  your 
im agination and th e  program  you are  us ing.

O nce you h ave th e  layout th e  w ay you w is h , e ras e  th e  
default borders  th at com e w ith  th e  tem plate (unles s  
you w ant th em  to stay). Convert th e  im age  to 
greyscale, if your label is  in color. Th is  im prove s  th e  
labeling contrast greatly. Save th e  im age  in your 
/home folder as  "fs00008.png".

Now  com e s  th e  part w h e re  w e  trick  Sim pleLabeler. 
Renam e th e  original file 'fs00008.png' to 
som eth ing lik e  'fs00008.bak'. Place th e  label th at 
you created in th e  folder 

/opt/lightscribeApplications/Simple
Labeler/content/images/borders/full
size.

It w ill tak e  th e  place of th e  original label.

Go back  to Sim pleLabeler and do th e  label s election 
proce s s  again. Be sure  to s elect th e  'Good Sports ' 
th um bnail. Th is  tim e  w h en it s h ow s  you th e  generated 

preview , it s h ould be  of th e  label you created.

Viola!! Burn it!

If th e  preview  is  not of th e  label you created, th en 
th e re  w as  a problem . Retrace  your steps .

It is  q uite  pos s ible th e  contrast of th e  first burn of th e  
label m ay not be  to your lik ing. Th e  dye  us ed on your 
m edia and th e  intens ity (and age) of your burner are  
usually th e  caus e . If you do succe s s ive burns  you 
m igh t w ant to rem ove any text, as  oth erw is e  th ey 
w ould be  dark ened too and th e  contrast of th e  im age  
w ill alw ays  be  trying to catch  up to a m oving target. 
O n succe s s ive burns  th e  im age s  s h ould align 
perfectly. Th ey did for m e  and I've done  m any.

I'm  sure  Sebastian w ill soon add Ligh tScribe  support 
righ t into K3B. Till th en w e  h ave Sim pleLabeler.

Adve rtis e m e nt:
Are  you a h appy PCLinuxOS us e r? W ould 
you h e lp m ak e  PCLinuxOS be tte r?

http://www.pclinuxos.com/page.php?1

DONATION
Cons ide r a
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om e applications  default to saving th e ir file s  
to th e  de s k top. Th ere 's  noth ing tech nically 
w rong w ith  storing file s  th e re , but after a 

w h ile, your de s k top w ill becom e cluttered w ith  file s  
th at you probably don't ne ed to acce s s  all th e  tim e . 
H e re  is  a tip/trick  th at you can us e  to avoid th e  
problem s  as sociated w ith  saving to th e  de s k top. It 
m ak e s  it easy to find your file s , and re q uire s  just one  
extra click  to acce s s  th em .

First, open th e  H om e  directory - "H om e" icon on th e  
de s k top or "Personal Files" icon on th e  k ick bar (in 
W indow s  it's  called th e  tas k bar). Next, righ t click  on a 
blank  area of th e  w indow  th at opens  and s elect 

Create New >  Folder. Type "Text" or w h atever 
nam e you w is h  (w ith out th e  q uote s) and click  O K. 
Th is  create s  an em pty folder in your h om e  directory. 
Now  close  th is  w indow  so you are  back  at your norm al 
de s k top. R igh t click  on a blank  part of th e  scre en and 
s elect Create New >  Link to Location 
(ignore  th at it also h as  URL). In th e  low er s ection at 
th e  far righ t, click  th e  little icon for O pen File Dialog 
and th en click  on th e  folder th at you just m ade . Th en 
click  on O K.

SS

UUssiinngg  DDee sskk ttoopp  
SShh oorrttccuuttss  EEffffee ccttiivvee llyy
by joh ncoom
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You can now  put any existing text file s  th at you m ay 
h ave on your de s k top in th is  new  folder. And w h en 
you us e  your text editor, you put th em  in th is  new  text 
folder (its  only one m ore  click ). W h en you w ant to 
acce s s  a text file, it's  just one  click  extra to open th e  
text folder from  your de s k top.

Doing th ings  th is  w ay h as  s everal advantage s

(1) It doe s  not clutter your de s k top

(2) You can m ak e  s im ilar folders  and de s k top 
s h ortcuts  to folders  for oth er th ings

For exam ple, I m ade  th e s e  folders : PDF, ISO , PIC, 
H TM L, M us ic, and Dow nload. You can create  
w h atever you w ant, and get to your folders  w ith  one  
click  from  your de s k top.

Now , if you created s everal such  folders , perh aps  
you've noticed th at th ey all h ave th e  sam e  icon. 
Distinguis h ing th em  w ould be  eas ie r if th ey each  h ad 
an icon th at indicated w h at type  of file you store  th e re .

To ch ange an Icon, righ t click  on your de s k top 
s h ortcut and s elect Propertie s . Th en, w h ile in th e  
General tab of th e  dialog box th at opens , left click  on 
th e  displayed icon sym bol, and th e  "Select Icon" 
w indow  w ill open for you. 

At top left th e  System  Icons  w ill be  s elected and also 
at th e  top righ t th e re  w ill be  a button w ith  
Applications  w ritten on it. You s h ould ch ange th is  to 
Filesystem s  as  s h ow n above (click  th e  dow n arrow ), 
and now  you w ill s e e  various  icons  in th e  w indow . 
Click  on th e  one  you w ant to us e  for th at s h ort cut, and 
you w ill be  back  at th e  Propertie s  for th at icon. Click  
O K.

Th at is  it, you just ch anged th e  icon for th at de s k top 
s h ortcut.
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Found on m ain PCLinuxOS forum  at:

h ttp://w w w .pclinuxos .com /forum /inde x.ph p?topic=13742

 us e  Frostw ire , and it's  indistinguis h able 
from  Lim ew ire  except for th e  color sch em e .

If you ch oos e  to us e  it, you w ill need to correct a sm all 
bug in Frostw ire  4.10 . Th e  s e rver list it us e s  is  
outdated/w rong.  You w ill find th at th e  connection 
indicator at th e  bottom  left w ill say "Starting 
connection...", and it w ill never connect.  To correct 
th is , us e  th is  fix from  th e  Frostw ire  forum s :  For full 
pos t s e e :

http://www.frostwire.com/forum/view
topic.php?t=678&highlight=starting+
connection

1. Dow nload and install Frostw ire  from  Synaptic.

2.  Leave Frostw ire  CLOSED.  Go to your K M enu, 
s elect Find >  Files  and type  in ".frostwire" (w ith  
a dot in front –  no q uote s).  Look  for a file called 
Gnutella.net w ith  a "~" in th e  nam e  - th is  is  a 
back up file, delete  th is .  Th en open th e  oth er 
Gnutella.net file w ith  KW rite .  H igh ligh t and delete  
everyth ing in th e  file, but leave KW rite  open.

II

LLiimm ee ww iirree //FFrroossttww iirree

by Scooter
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3.  Go to th is  link :  

http://mc3.electronicbox.net/gnutell
a.net 

Th is  w ill give you a long list of s e rvers .  Copy and 
paste  th is  list into th e  Gnutella.net file, save it, and 
answ er “Yes” if you are  as k ed if you w ant to overw rite  
th e  file .

4.  Your Frostw ire  connection s h ould now  be  
excellent.  Rem em ber to ch eck  your UPnP and port 
forw arding s ettings  w ith  your firew all/router, if you 
us e  one , to m ak e  sure  th e  ports  are  fre e . 

5.  Start Frostw ire .  Enjoy!!

One  day a cus tom e r calle d com plaining th at h e  jus t re ce ive d h is  
com pute r, but it w on't turn on. W h e n h e  firs t pus h e d th e  pow e r 
button, th e  s cre e n flas h e d and th e n e ve ryth ing die d.

I couldn't do m uch  ove r th e  ph one , s o I w e nt to th e  cus tom e r's  office . 
It w as  plugge d in, e ve ryth ing w as  h ook e d up ok , but, s ure  e nough , it 
re fus e d to turn on. I de cide d to tak e  it back  and prom is e d to de live r a 
ne w  one  as  s oon as  pos s ible . But w h e n I w e nt to pick  it up, I couldn't.

Fe arful of th ie ve s , th e  m an h ad fire d s om e  24 inch  bolts  s traigh t 
th rough  th e  box, th rough  th e  h ard drive , m oth e rboard, e ve ryth ing, 
lock ing it to h is  de s k .

"Oh ," h e  s aid, "I th ough t it w as  jus t th e  TV part th at w as  im portant. 
W ill m y w arranty cove r th is ?"

    * Cus tom e r: "H i, I w as  w onde ring if you could fix m y 
laptop. It's  unde r w arranty."
    * Te ch  Support: "W h at s e e m s  to be  th e  trouble  w ith  it?"
    * Cus tom e r: "My w ife  got m ad and th re w  it in th e  pool." 

A m an purch as e d a laptop. H e  calle d about a w e e k  late r and 
s aid th at it w ould no longe r boot up. H e  brough t it in, and it 
w as  dis cove re d th at s ixte e n nice ly drille d h ole s  w e re  in th e  
bottom  of th e  cas e . W h e n as k e d about it, h e  s aid th e  
m ach ine  w as  too h ot s itting on h is  lap, s o h e  h ad drille d 
th e s e  "air h ole s ."

PPllee aa  ffoorr  HH ee llpp
Th e  PCLinuxOS H ardw are  Databas e  proje ct ne e ds  
your h e lp. For th os e  w h o m ay not k now , th is  databas e  
is  be ing de ve lope d to m ak e  it e as ie r for PCLOS us e rs  
to de te rm ine  in advance  h ow  w e ll a pie ce  of h ardw are  
w ork s  w ith  PCLOS. It tak e s  a lot of w ork  to s ort 
th rough  all th e  pos s ible  h ardw are  and de ve lop s uch  a 
w e alth  of inform ation into us able  form . 

Jm iah m an pos te d re ce ntly th at h e  w as  not re ce iving 
m uch  inform ation from  th e  com m unity. Ple as e  tak e  
a m om e nt and vis it th e  s ite  and provide  w h at 
inform ation you can re garding your h ardw are . W e  all 
w ill be ne fit in th e  long run. Th ank  you.
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fter reading th e  article "H ow  to Set up a 
Printer in a W indow s  Work group" in th e  
Decem ber is sue  of PCLinuxOS M agazine , 

I w ould lik e  to addre s s  an additional cons ideration. 
M ost W indow s  m ach ine s  in a typical h om e  netw ork  
(th at is , s everal system s  connected to a router/Internet 
gatew ay) w ill be  s et to us e  DH CP to obtain an IP 
addre s s  on th e  netw ork  autom atically. Th is  is  th e  
default for W indow s  unles s  ch anged by th e  
adm inistrator. Unfortunately, th is  m eans  th at each  tim e  
a particular m ach ine  is  booted up it w ill pos s ibly get a 
different IP addre s s , depending on h ow  m any oth er 
m ach ine s  are  already as s igned on th e  netw ork . Th e  
solution is  to us e  static IP addre s s e s  for all th e  

m ach ine s  on your netw ork .

H ow ever, trying to s et up W indow s  to us e  static IP 
addre s s ing is  often a h it or m is s  s ituation. M any tim e s  
w h en doing th is  th e  various  m ach ine s  w ill not even 
"s e e" each  oth er on th e  netw ork , depending on factors  
such  as  w h ich  m ach ine  h as  be en up and running 
longer, is  acting as  th e  m aster brow s er, and so on. I 
h ave found it to be  a better solution to us e  th e  
configuration scre ens  in th e  router to e stablis h  a static 
IP for each  m ach ine  on th e  netw ork  perm anently, and 
leave DH CP running to catch  any oth er system s  w h ich  
m igh t w alk  in th e  door and end up plugged into th e  
netw ork  tem porarily.

AA

SSee ttttiinngg  SSttaattiicc  IIPP  AAddddrree ssss  
OOnn  YYoouurr  NNee ttww oorrkk
by Stum py842
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To ch eck  your IP s ettings  in W indow s  XP, open th e  
Control Panel. If you are  in Category View , click  th e  
Ne tw ork  and Inte rne t Conne ctions  category, th en 
Ne tw ork  Conne ctions  icon. If you are  in Clas s ic View , 
click  th e  Ne tw ork  Conne ctions  icon. R igh t-click  on th e  
icon for your adapter and click  Prope rtie s . In th e  
Prope rtie s  dialog double -click  on Internet Protocol 
(TCP/IP). In th e  Inte rne t Protocol (TCP/IP) 
Prope rtie s  dialog th e  default s ettings  are  O btain an 
IP addre ss autom atically, and O btain DNS server 
addre ss autom atically. To as s ign a static IP addre s s  
to th is  m ach ine  on th e  netw ork , you w ould s elect Use 
th e  follow ing IP addre ss, and enter appropriate  
value s  for IP addre ss, Subnet m ask  and Default 
gatew ay.

Each  m ach ine  on th e  netw ork  ne eds  a uniq ue  IP 
addre s s , so be  sure  to ch ange th e  last num ber (ie . 100, 
101, 102 etc) for subs e q uent m ach ine s  w h en as s igning 
addre s s e s . Th e  De fault gate w ay is  th e  IP addre s s  of 
your router, usually 19 2.168.0.1 or s im ilar. Also, note 
th at s electing Use th e  follow ing IP addre ss 
autom atically s elects  Use th e  follow ing DNS server 
addre sse s. Th is  m eans  you w ill need to enter a value 
for Preferred  DNS server and optionally Alternate 
DNS server. Th e s e  can be  obtained from  th e  Status  
page of your router's  configuration scre ens , or from  
your Internet s e rvice  provider. Along w ith  th e  pos s ible 
problem s  I m entioned w ith  th is  m eth od earlier is  th e  
fact th at Internet s e rvice  providers  often ch ange th e ir 
DNS s erver num bers , and generally do not tell th e ir 
custom ers  w h en th ey do so. Th is  w ould m ean h aving 
to ch ange each  m ach ine 's  DNS s erver num bers  each  
tim e  th is  occurred. Failure  to do so w ould re sult in th e  
m ach ine  not be ing able to acce s s  th e  Internet (unles s  
you entered th e  actual IP addre s s  of th e  w ebs ite  you 
w ant into th e  addre s s  bar in your brow s er).

A better alternative to th is  approach  is  to let th e  router 
its elf as s ign static IP addre s s e s  to each  m ach ine  th at is  
a perm anent system  on your netw ork . Th is  only ne eds  
to be  done  once and avoids  th e  pitfalls of h aving th e  
DNS s ervers  ch ange . H e re  is  an exam ple of m y router, 
a D -Link  DI-604.
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Each  m ach ine  on th e  netw ork  is  identified to th e  
router by its  M AC addre s s , a uniq ue  string encoded in 
th e  Eth ernet adapter. So to as s ign a static IP for a 
m ach ine , you ne ed th e  M AC addre s s  of its  Eth ernet 
adapter and its  h ost nam e . In th e  DI-604 you can find 
th is  info by view ing th e  Log page s  on th e  Status  
scre en.

H e re  w e  can s e e  th e  m ach ine s  pclos9 3 and ste ve xp 
w ith  th e ir corre sponding IP and M AC addre s s e s . If 

your router doe s  not s h ow  th is  inform ation, you can 
get th e  M AC addre s s  of your W indow s  m ach ine  by 
Click ing Start >  Run and typing cmd, th en at th e  
com m and prom pt type  ipconfig /all. Th e  h ost 
nam e is  s h ow n under th e  W indow s  IP Configuration 
s ection and th e  M AC addre s s  is  s h ow n as  Ph ys ical 
Addre s s  under th e  Eth e rne t adapte r s ection. O n 
PCLinuxOS you can get th e  M AC addre s s  by running 
KDE Control Center, expanding th e  Inform ation 
h e ading and s electing Ne tw ork  Inte rface s . Th e  M AC 
addre s s  is  s h ow n under th e  H W addr colum n entry of 
your adapter, typically e th 0. An alternative m eth od is  
to run PCLinuxOS Control Center and s elect 
Ne tw ork ing, th en Re configure  an e xisting ne tw ork  
inte rface . W h en th e  Manage  Conne ctions  w indow  
opens , s elect your adapter from  th e  dropdow n list and 
th en click  th e  Inform ation tab. Th e  h ost nam e can be  
found by opening a term inal and typing hostname. 
If your h ostnam e is  localh ost and you w ould prefer 
anoth er nam e, I refer you to th is  th read on th e  
PCLinuxOS Forum s , "H ow  do I s et th e  m ach ine  
nam e?"

http://www.pclinuxos.com/forum/index
.php?topic=12469.0 

Se e  Reply #12 by EvenFlow  for info on th e  ch ange s  
you ne ed to m ak e .
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Arm ed w ith  th is  info, you can us e  your router's  
configuration scre ens  to as s ign perm anent addre s s e s  
to th e  m ach ine s  on your netw ork . Refer to th e  
docum entation for your router to apply th is  tech niq ue . 
I believe m ost new er routers  support as s igning static 
IP addre s s e s  on th e  netw ork .

I w ork  in a call ce nte r for a large  ce ll ph one  com pany th at s e lls  
PDAs  w ith  ph one  functionality. I got a call from  a cus tom e r w h o 
s aid h e r s tylus  h ad brok e n. I offe re d to trans fe r h e r to cus tom e r 
care , w h e re  th e y could orde r h e r out a pack  of s tylus e s . Sh e  
s aid no, th e  ph one  h ad gotte n "m e s s e d up." I as k e d w h at w as  
w rong w ith  it, and s h e  s aid th at w h e n th e  s tylus  h ad brok e n, 
s h e 'd trie d to s upe rglue  it back  toge th e r, th e n put it back  in th e  
s lot be fore  th e  glue  h ad drie d, and it got s tuck  in th e  ph one . So 
s h e  trie d to tak e  it out w ith  a h am m e r and ch is e l.

I w ork e d at a ph oto lab in Ne w  Me xico. Part of m y job w as  
outputting digital file s  to a film  re corde r. Eve ryone  th e re  w as  
frie ndly, e xce pt for one  w om an w h o ne ve r s e e m e d to lik e  m e . 
Afte r a fe w  m onth s  I as k e d m y bos s  about it. H e  told m e  th at 
be fore  I got th e re , th e y h ad trie d to train h e r to do th e  digital 
output. Th e y e ve n paid for h e r to go to a clas s  to le arn about 
com pute rs . Sh e  w as  th e  only s tude nt in th e  clas s  w h o 
m anage d to ge t a floppy s tuck  in th e  drive  ups ide  dow n and 
back w ards . Th e  te ach e r h ad to dis as s e m ble  th e  m ach ine  to 
ge t th e  dis k  out. Sh e  told h im  s h e  h ad to pound it w ith  th e  
h e e l of h e r h and to ge t th e  dis k  to go in. Afte r th at, th e  ph oto 
lab de cide d s h e  probably w as n't th e  one  for th at pos ition. 
Sh e  alw ays  re s e nte d th e  fact th at I h ad 'h e r' job.

A cus tom e r h ad bough t a com pute r from  us  about a ye ar ago 
and a Voodoo 3 card jus t ye s te rday. H e  took  it h om e  and 
trie d to ins tall it but couldn't, s o h e  brough t th e m  both  in th is  
m orning. H e  rante d and rave d, e tc. H e  h ad re boxe d th e  
Voodoo 3, e xpe cting a re place m e nt, s o w e  took  th e  com pute r 
and th e  Voodoo 3 in th e  back  and told h im  w e  w ould fit it for 
fre e . W h e n w e  ope ne d th e  box for th e  Voodoo 3, it w as  in a 
te rrible  s tate . Th e  bit of m e tal th at attach e s  th e  card to th e  
cas e  w as  tak e n off, and a w e e  h e ats ink  h ad be e n s crape d off 
th e  ch ip w ith  a s cre w drive r. I re glue d th e  s ink  and re attach e d 
th e  back plate . So w e  ope ne d th e  m ach ine , and trie d to fit th e  
card. Ack . Card is  AGP, com pute r h as  e xactly z e ro AGP s lots . 
So w e  w e nt back  to th e  front.

    * Me : "Sir, your com pute r h as  no AGP s lots , and th is  is  an 
AGP vide o card."
    * Cus tom e r: "Ye ah , but th e  card fit pe rfe ctly into th e  little  
w h ite  s lot."
    * Me : "W h ich  w h ite  s lot?"
    * Guy: "Th e re 's  five  of th e m  -- little  w h ite  one s . Th e re 's  a 
s pare  one ."
    * Me : "Th e  PCI s lot? Uh h ...it s h ouldn't...le t m e  ch e ck ." 

Sure  e nough , if you re m ove  th e  h e ats ink  and back plate , turn 
th e  card around, and re ally h am m e r it into th e  only fre e  PCI 
s lot, it w ill jus t fit s nugly ne xt to th e  h ard dis k .

W e  e xplaine d th at th e  AGP card w as  com ple te ly de s troye d 
and h e  h ad voide d th e  w arranty on it by h ack ing aw ay at it 
w ith  a s cre w drive r. Th e  us ual m ad cus tom e r vs . te ch ie  
e xch ange  e ns ue d, but h e  e ve ntually back e d dow n and 
bough t th e  PCI ve rs ion ins te ad...and got us  to fit it.
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irst cam e Red H at. If I rem em ber correctly, 
it w as  releas e  3.1. It w as  arch aic by today's  
standards , but th at w as  back  in '9 6 or so and 

tim e s  h ave certainly ch anged. You've com e a long w ay, 
Penguin! Com e to th ink  of it, th e re  w asn't even th e  
Penguin back  th en.

M y reason for loading Linux on m y first notebook  
m ach ine  w as  to learn Unix. I w as  w ork ing on a 
com puter project as  a databas e  consultant. Th e  h ost 
system  w as  running H PUX and I h ad never us ed Unix 
before . To m ak e  m atters  w ors e , th e  netw ork  gurus  
w ouldn't let an "outs ide" PC connect to th e ir netw ork . 
O uch ! I w as  stuck  w ith  an unfam iliar operating system  

and vi on a VT50 term inal. W h at's  a new bie  to do? 
Setting up a dual boot on m y brand new  W indow s  9 5 
m ach ine  look ed lik e  a good opportunity to learn a new  
O S. Red H at to th e  re scue! It w as  a great learning 
experience : no X w indow s , just th e  com m and line  and 
vi. It m ade  a w onderful sandbox. I h ave to adm it th e  
experience  w as  painful, but it w as  also a bit of fun and 
a good introduction to Linux.

In th e  years  follow ing th at project I w ork ed on m any 
different Unix system s . But I h ad be en bitten by th e  
Linux bug. Experim enting w ith  different Linux 
distributions  becam e an addictive h obby. A few  years  
later I h ad a us ed IBM  Intellistation purch as ed online  

FF

AA  TTaallee   OOff  TToooo  MM aannyy  
DDiissttrrooss
by Wayne W h itm an
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at a ch eap price  and loaded up w ith  extra dis k s . Ah a! 
Th e  perfect Linux te stbed.

Th e  first guinea pig w as  Red H at 6. It w as  O K, but not 
everyth ing w ork ed. I w as  still such  a new bie  th at I 
even h ad trouble getting th e  sound to w ork . Th en it 
w as  on to M andrak e , Debian, Xandros , Linspire , 
SUSE, Progeny, Libranet, Gentoo (never could get it 
installed), Fedora, Dam n Sm all Linux, and Slack w are . 
I even tried Solaris . By th en, I w as  such  an addict, th at 
I h ad 6 distributions  running on one  m ach ine . M y 
bigge st problem  w as  w h ich  one  to boot each  day. I 
h ave to adm it, out of all of th os e , Slack w are  w as  m y 
favorite  becaus e  of its  clean file layout and s im ple 
approach  to th ings . But all of th em  s e em ed to h ave 
one  problem  or anoth er, or th e re  w as  som eth ing I just 
could not figure  out h ow  to get w ork ing.

Enter Ubuntu. I really th ough t th is  w as  going to be  th e  
one . It look ed good. It felt good. But m an, did I get 
tired of sudo. Som etim e s  I just lik e  to log in as  root 
and do som e  m aintenance . Th en th e re  w as  th e  bloat 
and th e  w irele s s  h as sle .

As  a true  addict, I recently put in yet anoth er order for 
CDs w ith  ONDisc.com . M ore  new  distro releas e s  to 
try out! Th en m y order turned up a few  dollars  s h ort of 
fre e  s h ipping. W h at else  to ch oos e? W h at is  th is  th ing 
called PCLinuxOS on th e ir list? OK, th row  it in and 

get fre e  s h ipping.

Th e  CD w ith  PCLinuxOS 0.9 3 Big Daddy sat in th e  
pile on m y de s k  for w e e k s  w h ile I loaded and reloaded 
new  releas e s  of oth er stuff. I dow nloaded SLED, and 
it w as  intere sting, but I h ad som e  application install 
is sue s  th at w ere  s h ow -stoppers . 

O ut of s h e e r boredom  one  afternoon, I dug th rough  
th e  pile of CDs and th e re  w as  PCLinuxOS. W h y not 
give it a try? I h ad tried alm ost everyth ing else . 
Surpris ed, I discovered everyth ing just w ork ed. Even 
th e  w irele s s   configured its elf and cam e up w ork ing. I 
plugged in th e  USB printer, and ... w ow , I did not even 
h ave to configure  it w ith  CUPS. I dow nloaded and 
installed Firefox 2 and gvim , th en added th em  to th e  
m enu. Boy, it is  really fun w h en th ings  just w ork  righ t. 
Sim plicity and eas e  of configuration are  w onderful 
th ings .

I h ave to adm it, I am  not a big "m ore  is  better" 
applications  fan, so I replaced Big Daddy w ith  
M iniM e and just added w h at I w anted. W h at a great 
distribution ph ilosoph y: a distro tailored for everyone .

Is  th is  a distribution th at could replace W indow s  for 
m e? Ye s , except for one  re q uirem ent. I ne ed th e  O racle 
developm ent tools for m y project w ork . Unfortunately, 
O racle only supports  th e ir tools on W indow s , Red H at, 
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and SUSE. M y PCLinuxOS now  h as  Vm w are  
installed, and soon I w ill install th e  dreaded "W " in a 
virtual m ach ine  just so I can h ave th os e  tools . But it's  
a w ork able solution for m e , and it give s  m e  a Linux 
distribution th at w ork s  and is  a joy to us e .

Congratulations  to Texstar and th e  crew  for an 
outstanding piece  of w ork . I can not w ait to try out 
0.9 4 w ith  Gnom e . Sim plicity for m e . Donate if you 
can, s end th ank  you em ails or volunteer if you can't.

A frie nd of m ine  (w h o s h all re m ain nam e le s s ) bough t a brand 
ne w  Tos h iba laptop com pute r las t ye ar s ince  h is  "old" one  
w as  a m ode l from  th e  ye ar be fore . H e  w ork e d in th e  
com pute r s e rvice s  office  on cam pus  h e re  at our unive rs ity. 
H e  de cide d one  nigh t th at to im pre s s  h is  co-w ork e rs  h e  
w ould m ak e  h is  ne w  laptop m ore  de corative . H e  bough t a 
can of e m e rald gre e n Krylon s pray paint and s praye d h is  
e ntire  com pute r (s cre e n, m ous e , k e yboard, cas ing, and all) 
w ith  it. H e  w as  s h ock e d to find th at h is  com pute r w ouldn't 
w ork  afte rw ards  and de cide d th e  paint m us t be  at fault. So 
th e  ne xt day h e  bough t a can of Goo Gone  and a bottle  of 
paint th inne r and poure d th e m  both  on h is  com pute r, th e n 
rins e d it off in th e  s ink .

Again, h e  w as  s h ock e d w h e n h is  com pute r w ouldn't w ork . H e  
w as  e ve n m ore  s h ock e d w h e n Circuit City told h im  th e y 
w ouldn't re fund h is  m one y or e xch ange  h is  com pute r for a 
ne w  one .

I once  h ad a cus tom e r w h os e  cdrom  drive  w as n't w ork ing -- I 
s us pe ct th e  re as on w as  old or m is s ing drive rs , but th e  
cus tom e r h ad trie d to fix th e  proble m  h im s e lf. H e  th ough t th e  
proble m  w as  th at th e  CD h ad to s it tigh tly in th e  tray, s o s h e  
took  a pape r clip, put it th rough  th e  ce nte r h ole  of th e  CD, 
and fas te ne d it to th e  drive  tray. W h e n h e  trie d to us e  th e  
drive  th at w ay, h e  w as  gre e te d w ith  grinding nois e s  caus e d 
by th e  dis inte grating drive  m e ch anis m .

My m oth e r w as  vis iting one  tim e  w h e n I w as  online . I 
re m ark e d to h e r th at th e  com pute r w as  running a little  s low  
today. H e r s olution? Oil it. You can im agine  h ow  I w ince  e ve ry 
tim e  I th ink  of it.

I w ork  for a m ajor com pute r re taile r and h e ard a page  ove r 
th e  inte rcom  for an available  s ale s m an at th e  cus tom e r 
s e rvice  de s k . Mos t of th e  s ale s m e n are  a little  appre h e ns ive  
w h e n th e y h e ar th is , be caus e  you ne ve r k now  w h at you are  
about to ge t in th e  m iddle  of. As  I approach e d th e  de s k , I s aw  
a w e ll-dre s s e d cow boy and a de s k top tow e r on th e  s e rvice  
de s k . One  of th e  cus tom e r s e rvice  re ps  inform e d m e  th at th e  
com pute r h e  bough t today w as  brok e n, and h e  ne e de d a 
re place m e nt. So I agre e d and s tarte d tow ard th e  tow e r to 
tak e  it back . Th e  ge ntle m an s toppe d m e  and s aid h e  jus t 
re aliz e d h e  h ad forgotte n to ge t h is  CD out. Be fore  I could 
s ay anyth ing, h e  pulle d out a pock e t k nife  and w e nt for it. 
Luck ily, w e  got h im  to s top be fore  h e  did any re al dam age , 
and I s h ow e d h im  h ow  to h ook  it up to a pow e r cord and e je ct 
it norm ally. Ne ve r th ough t I w ould s e e  s om e body try to k nife  
a com pute r.
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M Ware Server is  an application th at allow s 
th e  us e r to create  a com plete, s eparate  
"virtual m ach ine" th at runs  w ith in Linux or 

W indow s  (th e  h ost), providing a m eth od to install a 
com pletely s eparate operating system  and us e  th at 
operating system  w ith out exiting th e  h ost. For 
exam ple, one  can install a vers ion of W indow s  or a 
different Linux distribution for te sting purpos e s  or to 
 run an application th at doe s  not run in one 's  existing 
operating system .

VM Ware Server is  fre e  –  sort of. To acq uire  a copy, 
one  m ust vis it th e ir s ite , fill out a form  and provide  
inform ation. Th en you w ill be  provided w ith  a s e rial 

num ber th at is  us ed during th e  installation proce s s . 
Th is  article w ill w alk  you th rough  th e  length y, th ough  
not com plicated proce s s , step by step.

First, vis it:

http://www.vmware.com/download/server/

and click  "Register now  to get your fre e  s e rial 
num ber." Provide  w h atever inform ation you fe el is  
appropriate , be ing sure  to com plete all re q uired fields . 
O nce you are  given th e  s e rial num ber, be  certain you 
w rite  dow n th e  20-digit re sult. You w ill need it later, 
during th e  install.

VV

AAccqq uuiirriinngg  aanndd  
IInnssttaalllliinngg  VVMM WW aarree
by vam pirefo and edited by Tim  Robinson
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W h en you arrive at th e  dow nload page, s elect 
Binary (.tar.gz), m d5sum : 
9 846bff6c3c8af9 7d4e3ae2700f8dd3a. Do NOT s elect 
th e  .rpm  vers ion. Dow nloading w ill tak e  a w h ile, even 
w ith  broadband, as  th is  is  a 100.6 M B file . Click  th e  
Dow nload tab.

Save to a location of your ch oice . W h en th e  dow nload 
com plete s , open your favorite  file m anager and 
navigate to th e  location w h e re  you saved th e  file . 
R igh t click  on th e  file and extract it. Now  open th e  
new ly-created folder "vm w are -s e rver-distrib."

O pen a term inal in th at folder. Th e  bulk  of w h at 
follow s w ill be  done  w ith in th e  term inal. Type su , 
th en enter your root pas sw ord so th e  install can be  run. 
Type "./vmware-install.pl" w ith out th e  
q uote s  to start th e  proce s s .

Below  is  th e  console output, and interspers ed w ith  th at 
is  w h at you s h ould do, e .g., "click  enter" or "type  ye s", 
and so forth . If you follow  th e  instructions  exactly you 
w ill h ave no problem s .

Creating a new installer database 
using the tar3 format.
Installing the content of the package.
In which directory do you want to 
install the binary files? [/usr/bin]

Pre s s  enter.

What is the directory that contains 
the init directories (rc0.d/ to 
rc6.d/)?
[/etc/rc.d]

Pre s s  enter.

What is the directory that contains 
the init scripts?
[/etc/rc.d/init.d]

Pre s s  enter.

In which directory do you want to 
install the daemon files?
[/usr/sbin]

Pre s s  enter.

In which directory do you want to 
install the library files?
[/usr/lib/vmware]

Pre s s  enter.

The path "/usr/lib/vmware" does not 
exist currently. This program is 
going to create it, including needed 
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parent directories. Is this what you 
want?
[yes]

Type "ye s", th en pre s s  enter.

In which directory do you want to 
install the manual files?
[/usr/share/man]

Pre s s  enter.

In which directory do you want to 
install the documentation files?
[/usr/share/doc/vmware] 

Pre s s  enter.

The path "/usr/share/doc/vmware" does 
not exist currently. This program is 
going to create it, including needed 
parent directories. Is this what you 
want?
[yes] 

Type "ye s", th en pre s s  enter.

Before running VMware Server for the 
first time, you need to configure it 
by invoking the following command: 

"/usr/bin/vmware-config.pl". Do you 
want this program to invoke the 
command for you now? [yes]

Type "ye s", th en pre s s  enter.

You must read and accept the End User 
License Agreement to continue.
Press enter to display it.

Pre s s  and h old enter until it reach e s  100%

Do you accept? (yes/no)   

Type "ye s", th en pre s s  enter.

In which directory do you want to 
install the mime type icons?
[/usr/share/icons]   

Pre s s  enter.

What directory contains your desktop 
menu entry files? These files have a 
.desktop file extension. 
[/usr/share/applications]  

Pre s s  enter.

In which directory do you want to 
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install the application's icon?
[/usr/share/pixmaps]

Pre s s  enter.

None of the pre-built vmmon modules 
for VMware Server is suitable for 
your running kernel.  Do you want 
this program to try to build the 
vmmon module for your system (you 
need to have a C compiler installed 
on your system)? [yes] 

Type "ye s", th en Pre s s  enter.

What is the location of the directory 
of C header files that match your 
running kernel? 
[/lib/modules/2.6.16.27.tex1.lve/build
/include]

Pre s s  enter.

Do you want networking for your 
virtual machines? (yes/no/help) [yes]

Pre s s  enter.

Do you want to be able to use NAT 
networking in your virtual machines? 

(yes/no) [yes]

Pre s s  enter.

Do you want this program to probe for 
an unused private subnet? 
(yes/no/help) [yes]

Pre s s  enter.

Do you wish to configure another NAT 
network? (yes/no) [no] 

Pre s s  enter.

Do you want to be able to use host-
only networking in your virtual 
machines? [yes] 

Pre s s  enter.

Do you want this program to probe for 
an unused private subnet? 
(yes/no/help) [yes] 

Pre s s  enter.

Do you wish to configure another host-
only network? (yes/no) [no] 
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Pre s s  enter.

Please specify a port for remote 
console connections to use [902]

Pre s s  enter.

Stopping xinetd:       [FAILED]
Starting xinetd:       [  OK  ]
Configuring the VMware VmPerl 
Scripting API.
Could not find necessary components 
to build the VMware VmPerl Scripting 
API. Look in your Linux distribution 
to see if there is a perl-devel 
package. Install that package if it 
exists and then re-run this 
installation program.

********
The VMware VmPerl Scripting API was 
not installed.  Errors encountered 
during compilation and installation 
of the module can be found here:
/root/tmp/vmware-config0

You will not be able to use the 
"vmware-cmd" program.

Errors can be found in the log file: 
'/root/tmp/vmware-config0/control-

only/make.log'
********

Hit enter to continue.     

Pre s s  enter.

In which directory do you want to 
keep your virtual machine files?
[/var/lib/vmware/Virtual Machines] 

A w ord of w arning is  in order h e re . If you h ave all of 
your Linux installation re s iding in one  partition, th e  
default above w ill w ork  fine . If, on th e  oth er h and, you 
h ave /home on a s eparate partition and your root (/) 
partition is  sm all, you s h ould specify a different 
location for th e  location of your virtual m ach ine  file s . 
Th e s e  file s  w ill be  q uite  large  (perh aps  m ore  th an 
10Gb), so be  sure  you specify a location w ith  ade q uate 
space . Don't w orry w h eth e r th e  location exists  or not. 
If it doe sn't, th e  installation program  w ill create  it.

Pre s s  enter.

The path "/var/lib/vmware/Virtual 
Machines" does not exist currently. 
This program is going to create it, 
including needed parent directories. 
Is this what you want? [yes] 
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Pre s s  enter.

Please enter your 20-character serial 
number.

Type XXXXX-XXXXX-XXXXX-XXXXX (th e  s e rial 
num ber you recorded earlier). Pre s s  enter.

Starting VMware services:
   Virtual machine monitor    [  OK  ]
   Virtual ethernet           [  OK  ]
   Bridged networking on /dev/vmnet0 
                   [  OK  ]
   Host-only networking on 
/dev/vmnet1 (background)      [  OK  ]
   Host-only networking on 
/dev/vmnet8 (background)      [  OK  ]
   NAT service on /dev/vmnet8 
                              [  OK  ]

The configuration of VMware Server 
1.0.1 build-29996 for Linux for this 
running kernel completed successfully.

[root@localhost vmware-server-
distrib]#

Type "exit" w ith out th e  q uote s  and pre s s  enter.

Type "vmware" w ith out th e  q uote s . VM Ware opens . 

Ch eck  "localhost". Click  "Connect".

Click  "create a new virtual machine." 
Click  Next. Click  Next. Ch oos e  th e  O S you w is h  to 
install. Click  Next. Ch oos e  NAT. Click  Next. 
Ch oos e  th e  s ize  of th e  virtual h ard drive you w is h  to 
create . Be sure  to m ak e  it large enough . Click  
Finish.

Click  "Edit virtual machine settings." 
Adjust RAM , add/rem ove drive s , and so forth .

Put th e  CD for th e  O S you w is h  to install in your new  
virtual m ach ine  in th e  CDROM  or DVD drive, click  
"Pow er on th is  virtual m ach ine ," boot and install. H ere  
is  a scre ens h ot of PCLinuxOS .9 3a Big Daddy 
running ins ide  VM Ware, ins ide  PCLinuxOS .9 3a Big 
Daddy.
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Th e virtual m ach ine  w ill function alm ost exactly lik e  a 
real m ach ine  w ould, except it w ill be  running entirely 
w ith in your "real" OS. Enjoy!

W h ile  I w as  at colle ge  (back  in th e  days  of Arch im e de s  
com pute rs ), I ofte n h e lpe d to te ach  ne w  us e rs  th e  rope s  
w h ile  th e  te ach e r conce ntrate d e ls e w h e re . Th is  one  s w e e t 
girl w as  ve ry ne w , and I didn't m ind th at s h e  h ad no conce pt 
of th e  m ous e , th e  s cre e n, and w h atnot -- s h e  s oon got good 
e nough  th at I could le ave  h e r to do s om e  tas k  and h e lp 
s om e one  e ls e . Pre tty s oon, h ow e ve r, s h e  w as  tugging on m y 
ch air, and w h e n I w e nt to s e e  w h at w as  going on, s h e  s aid, 
"My brace le t is  s tuck  in th e re ."

Eh ?

It w as  w e dge d into th e  floppy dis k  s lot. W h y? Appare ntly, th e  
brace le t w as  annoying h e r w h e n s h e  type d, s o s h e  took  it off. 
Sh e  found a s m all s lot on th e  com pute r w ith  a h appy little  
door on it and jus t w e nt ah e ad and s h ove d it in. Te ch  s upport 
h ad to re s cue  it by tak ing th e  th ing apart.

W h e n m y s is te r and I w e re  both  living in th e  dorm s  at 
colle ge , s h e  w ould fre q ue ntly com e  to m e  for te ch  s upport.

    * H e r: "H e y, can you look  at m y laptop? It's  h aving a 
proble m ."
    * Me : "Ye ah , w h at's  th e  proble m ?"
    * H e r: "Eve ry tim e  I try to type  a le tte r, th re e  s h ow  up, and 
none  of th e m  are  th e  le tte r I h it." 

I w e nt to ch e ck  it out. Sure  e nough , th e  proble m  occurre d 
e xactly as  s h e  s tate d it. As  I w as  trying to th ink  w h at th e  
caus e  m igh t be , I look e d dow n and notice d a noodle  unde r 
th e  e nte r k e y.

    * Me : "Th e re 's  a noodle  in h e re . H ow  did th at ge t th e re ?"
    * H e r: "Oh , I s pille d s oup on m y k e yboard. Doe s  th at m ak e  
a diffe re nce ?"

One  of our cus tom e rs  bough t a s canne r w ith  a SCSI card. It w as n't 
conne cting, s o s h e  brough t it in. It turne d out s h e  h ad prie d off one  
of th e  blank  plate s  cove ring an e m pty ISA s lot, th e n s h ove d th e  
card th rough  th e  h ole  and turne d on th e  s ys te m .

My m om  h ad s om e  proble m s  w ith  h e r s ys te m  and figure d s h e 'd ge t 
a ne w  m ode m . Afte r s h e  ins talle d it, th e re  w e re  m ore  proble m s  
th an be fore . It turne d out th e  m ode m  w as  an ISA m ode m , and s h e  
s om e h ow  m anage d to put it into a PCI s lot. H ow , I h ave  no ide a.
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Found on m ain PClinuxOS forum  at:

h ttp://w w w .pclinuxos .com /forum /inde x.ph p?topic=14013.
m s g111147#m s g111147

om etim e s  you m ay w is h  to split a file, 
th e reby m ak ing it eas ie r to em ail or fit on 
storage device s . H e re  is  a q uick  refre s h e r 

cours e  on splitting and joining.

SSpplliittttiinngg
O pen a k onsole. (In KDE, th is  involves  e ith e r click ing 
on th e  icon of th e  “Konsole Term inal Program ” on th e  

SS

HH ooww   TToo  SSpplliitt  ((aanndd  
RR ee jjooiinn))  AA  FFiillee
by auth or

KDE m enu bar, or us ing Main Menu >  Terminals 
>  Terminal Program.)

CD ( ch ange directory ) to th e  directory w h e re  th e  file 
to be  split is  located. For instance,

cd /home/ferdi/mymp3s

To split a sam ple file (filenam e .m p3) into 2M b parts  
w ith  a suffix cons isting of 2 num bers  do:

split -a 2 -b 2m -d filename.mp3 parts

Th e option '-a 2' tells 'split' to us e  a suffix length  of 2.
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I us e d to w ork  te ch nical s upport and account s e rvice s  for a ce llular 
ph one  com pany. One  day an individual w ork ing for a cons truction 
com pany calle d and as k e d w h y w e  dis conne cte d h is  s e rvice . I inform e d 
h im  th at h is  s e rvice  w as  fine  and th at h is  account w as  curre nt, at w h ich  
tim e  I w as  inform e d th at w e  h ad to h ave  s h ut off h is  account be caus e  h e  
couldn't pow e r h is  ph one  on.

I be gan as k ing th e  us ual q ue s tions , be ginning w ith  th e  m ode l ph one  h e  
w as  us ing. Th is  ofte n is  a h uge  k e y to figuring out w h at th e  proble m  is , 
and it jus t s o h appe ne d th at h e  h ad th e  m os t proble m atic ph one  w e  h ad 
re le as e d due  to its  e m e rge ncy ye llow  and black  colors , look ing vague ly 
lik e  one  of th os e  w ate r re s is tant portable  cas s e tte  playe rs .

W e  trie d plugging it in, s w itch ing th e  batte ry, but it s till w ouldn't turn on. I 
as k e d h im  if it h ad be e n droppe d or dam age d be fore  it s toppe d w ork ing. 
Th e  ans w e r w as  no.

I as k e d h im  if it h ad be e n e xpos e d to w ate r, and th e  ans w e r w as , "W h at 
doe s  th at m atte r? I h ave  your w ate rproof m ode l!"

I w as  s ure  I h ad s truck  th e  h e art of th e  is s ue . It turne d out th at h e  w as  
s h ow ing it off to h is  w ork  buddie s  by th row ing th e  "w ate rproof" ph one  
into a buck e t of w ate r w h ile  h e  w as  jok ing around on th e  ph one  w ith  th e  
fore m an.

I inform e d h im  th at th e  ph one  w as  not actually w ate rproof, and th at h e  
w ould h ave  to purch as e  a ne w  ph one  due  to th e  fact th at our ins urance  
policy did not cove r dam age  from  inte ntional m is us e .

H e  e xplaine d th at h e  h e ard a rum or th at if you dry th e  ph one  out and 
re place  th e  batte ry, th e y w ill s om e tim e s  continue  w ork ing. Th is  is  
s om e tim e s  true , s o I as k e d h im  if th e  ph one  h ad be e n th orough ly drie d.

Th e  ans w e r w as  ye s  -- h e  h ad put th e  ph one  into h is  cloth e s  drye r w ith  a 
load of laundry, w h ich  w e  th e n confirm e d as  th e  re as on th e  face  plate  
h ad brok e n off. H e  w ante d an ins urance  re place m e nt for h is  face  plate , 
and I again inform e d h im  th at our ins urance  policy did not cove r dam age  
from  inte ntional m is us e .

Th e option '-b 2m ' tells 'split' to m ak e  parts  of 2M b 
s ize

Th e  option '-d' tells 'split' to us e  num bers  for th e  suffix 
instead of th e  default ch aracters .

'parts ' is  th e  first h alf of th e  nam e  of th e  sm aller file s : 
parts00 parts01 parts02...

If th e  new  sm aller file s  don't s h ow  up im m ediately in 
Konq ueror, h it F5 to force  a scre en refre s h .

JJooiinniinngg
To join th e  sm aller parts  us e  th e  follow ing: 

cat parts* > filename.mp3

Th e * (w ildcard) tells 'cat' to us e  all file s  in th e  current 
directory th at start w ith  'parts '.
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e re 's  a q uick  and easy m eth od for s etting 
up a netw ork  and acce s s ing rem ote file s . 
 Pleas e  note : th is  w ork s  only if SSH  is  

properly enabled in both  com puters .

TThh ee   FFIISS HH   pprroottooccooll
I w as  h aving a lot of trouble s etting up a netw ork  
us ing NFS. SM B w as  out of th e  q ue stion. All I w anted 
to do w as  acce s s  anoth er com puter in m y LAN w h ich  
h olds  all th e  m edia file s  and acts  lik e  a storage  room  
for docum ents , picture s , etc. w ith out h aving to us e  
NFS.  Th is  is  just one  of th e  m any w ays  th at you can 

s h are  file s  am ong com puters  in KDE.

FISH  w ill not allow  you to stream  audio or video via 
LAN, but it is  probably th e  eas ie st w ay to acce s s  your 
file s  on anoth er com puter. Us ing FISH , you w ill be  
able to copy file s  locally and store  file s  rem otely, 
as sum ing th e  righ t perm is s ions  are  s et.

Tak e  FISH  for a te st drive:

1)O pen Konq ueror.

2)In th e  addre s s  bar, type  
 fish://IP_ADDRESS_OF_REMOTE_COMPUTER

HH

UUssiinngg  FFiisshh

by Daiver Pedem onte
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(In m y cas e , th e  IP addre s s  w as  19 2.168.10.2.)

3)Enter th e  us e r and pas sw ord of th e  rem ote com puter. 
(Do not us e  root.)

Th is  w ill s end you to th e  h om e  directory of th e  rem ote 
com puter's  us e r th at you typed in. H ow ever, it is  
pos s ible to view  m ounted drive s  in it and, if th e  
perm is s ions  are  s et correctly,  you w ill also be  able to 
w rite  to th e  drive s .

To view  th e  m ounted drive s , edit th e  URL to go to th e  
root file system  (/) and th en navigate to /m nt. Your 
drive s  and partitions  are  th e re .

Th e  eas ie st w ay to s et up a q uick  acce s s  is  to create  a 
s h ortcut on th e  KDE de s k top:

1) Righ t click  on th e  de s k top and s elect Create 
new >  Link to location.

2) Put a nam e to th e  path  to be  acce s s ed on th e  rem ote 
com puter. If you are  going to m ak e  th e  s h ortcut to 
acce s s  an M P3 directory, th en som eth ing lik e  M P3 
w ill w ork  or us e  Docs  for docum ents , etc.

3) Enter th e  URL to th e  path  to be  acce s s ed w h en you 
click  th e  s h ortcut. In m y cas e  it w as  
fis h ://us er_ nam e@ 19 2.168.10.2/m nt/sdb1/M p3 

(Replace us e r_ nam e w ith  th e  us e rnam e on th e  
com puter you w ant to acce s s .)

Now , any tim e  I w ant to acce s s  m y rem ote storage , I 
can just click  th at s h ortcut and it w ill tak e  m e  th e re . 
For s ecurity reasons , I neve r save th e  pas sw ord, so I 
just type  it in every tim e .

Be st of all, it w ork s  us ing SSH , so everyth ing th at 
goe s  th rough  FISH  is  encrypted and s ecure .

H appy fis h ing!

I w as  on a te ch  s upport call ye s te rday, and one  of our s tore s  
h ad a cras h e d s e rve r w ith  a bad m oth e rboard. Th e y did not 
w ant to trans fe r th e  h ard drive s  ove r to th e  ne w  s e rve r w e  
w e re  going to s e nd th e m , s o I s aid, ok , m ail th e  h ard drive s  
to m e , and w e  w ould put th e m  in th e  ne w  s e rve r.

So I got th e  pack age  th is  m orning, and to m y s urpris e  I 
found...th e  circuit boards  from  th e  h ard drive s . Th e y took  th e  
boards  off th e  h ard drive s  and s e nt th e m  to m e .

Grinning, I calle d th e  s tore  and as k e d th e m  to s e nd m e  "th e  
re s t" of th e  h ard drive s . I h ave  ne ve r e ve r e ve r h e ard of th is  
h appe ning. Now  h ow  th e  h e ck  am  I going to find out w h ich  
h ard drive  goe s  w ith  w h ich  circuit board, and w ill th e re  be  
any w ay to ge t th e m  w ork ing again?
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DD IISSCCLLAAIIMMEERR

1. All th e  conte nts  of PCLinuxOS Magaz ine  (h ttp://m ag.MyPCLinuxOS.com ), are  inte nde d for ge ne ral inform ation and/or us e  
only. Such  conte nts  do not cons titute  advice  and s h ould not be  re lie d upon in m ak ing (or re fraining from  m ak ing) any de cis ion. 
Any s pe cific advice  or re plie s  to q ue rie s  in any part of th e  m agaz ine  is /are  th e  pe rs onal opinion(s ) of s uch  
e xpe rts /cons ultants /pe rs ons  and are  not s ubs cribe d to by PCLinuxOS Magaz ine .

2. Th e  inform ation in PCLinuxOS Magaz ine  (h ttp://m ag.MyPCLinuxOS.com ), is  provide d on an "AS IS" bas is , and all 
w arrantie s  e xpre s s e d or im plie d, of any k ind, re garding any m atte r pe rtaining to any inform ation, advice  or re plie s , are  
dis claim e d and e xclude d.

3. PCLinuxOS Magaz ine  (h ttp://m ag.MyPCLinuxOS.com ), and its  as s ociate s  s h all not be  liable , at any tim e  for dam age s  
(including, w ith out lim itation, dam age s  for los s  of any k ind) aris ing in contract, tort, or oth e rw is e  from  th e  us e  of, or inability to 
us e , th e  m agaz ine  or any of its  conte nts , or from  any action tak e n (or re fraine d from  be ing tak e n) as  a re s ult of us ing th e  
m agaz ine  or any s uch  conte nts  or for failure  of pe rform ance , e rror, om is s ion, inte rruption, de le tion, de fe ct, de lay in ope ration or 
trans m is s ion, com pute r virus , com m unications  line  failure , th e ft or de s truction or unauth oriz e d acce s s  to, alte ration of, or us e  
of, inform ation containe d in th e  m agaz ine .

4. No re pre s e ntation, w arrantie s , or guarante e s  w h ats oe ve r are  m ade  as  to th e  accuracy, ade q uacy, re liability, com ple te ne s s , 
s uitability, or applicability of th e  inform ation to a particular s ituation.

5. Ce rtain link s  on th e  m agaz ine  le ad to re s ource s  locate d on oth e r s e rve rs  m aintaine d by th ird partie s  ove r w h om  PCLinuxOS 
Magaz ine  (h ttp://m ag.MyPCLinuxOS.com ) h as  no control or conne ction, bus ine s s  or oth e rw is e . Th e s e  s ite s  are  e xte rnal to 
PCLinuxOS Magaz ine  (h ttp://m ag.MyPCLinuxOS.com ) and by vis iting th e s e , you are  doing s o of your ow n accord and as s um e  
all re s pons ibility for s uch  action.

Mate rial Subm itte d by U se rs
A m ajority of s e ctions  in th e  m agaz ine  contain m ate rials  s ubm itte d by us e rs . PCLinuxOS Magaz ine  
(h ttp://m ag.MyPCLinuxOS.com ) acce pts  no re s pons ibility for th e  conte nt, accuracy, and conform ity to applicable  law s  of s uch  
m ate rial.

Entire  Agre e m e nt
Th e s e  ite m s  cons titute  th e  e ntire  agre e m e nt be tw e e n th e  partie s  w ith  re s pe ct to th e  s ubje ct m atte r h e re of, and s upe rs e de s  
and re place s  all prior or conte m porane ous  unde rs tandings  or agre e m e nts , w ritte n or oral, re garding s uch  s ubje ct m atte r.
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